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01 - Open Telekom Cloud — what we stand for

Data protection in accordance with the
most stringent EU requirements.
Open Telekom Cloud certifications.

Bundesamt
fiir Sicherheit in der

Secure, flexible and sovereign
technology

* Geo-redundant data centers in EU
* Openstack-based

* If needed, we can also pr~ide

/0

* sovereign

Sustainability and
environmental protection

100% green power

Informationstechnik | SO
C5Typ 2 certificates
BSI ISO 27000 family
IT-Grundschutz* 1S022301
1SO9001
Support for 1ISO14001
DP DORA [1SO20000
g [1SO45001
t
S requirements 15050001
t B DIN EN

§203

50600

DESIGN

T-Systems International GmbH
Jiere Cluster 1

Expires 18 July 2024

< B SOC1Typ2

O

SOC 2 Typ 2 UPTIME INSTITUTE CERTIFIED
§35 © socs3 r
Trusted
@ TISAX Cloud
Finance
Conditions for BaFin,
EU Cloud Code of s

Conduct KRITIS*

supervised entities

Leader in Hyperscale Infrastructure
and Platform Services 2024 for sixth
time in a row, based on ISG Provider
Lens

Leader in The Forrester Wave™ :
Public Cloud Platforms In Europe,
Q3 2024

* IT-Grundschutz planned in 2025

** T-Systems, which includes the Open Telekom Cloud, is registered as a KRITIS operator

with the BSI and is subject to regular legally required audits.

Personal support: 24 hours a day,
7 days a week

8
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https://www.open-telekom-cloud.com/en/products-services/core-services/certifications/
https://www.youtube.com/watch?v=8oK5m7jMs7U
https://open-telekom-cloud.com/en/benefits/sustainability
https://open-telekom-cloud.com/en/benefits/sustainability

02 — myWorkplace / Business Login and roles
“commercial admin” / “technical admin”

myWorkplace / Business Login Commercial admin:
BUSINESS LOGIN e Owner of the contract
Please Log In * Canintroduce contractual changes

* Access the financial dashboard / enterprise dashboard
as well as the invoice copies via myWorkplace/ Business Login

e By default, have no access to the

Open Telekom Cloud console

https://open-telekom-cloud.com/login Technical admin:

e Portal for business view of * Initial Enterprise Administrator from technical side

Open Telekom Cloud Services R o P and

T *  to use this user for daily operation
* Financial/Enterprise Dashboard » grant further users access to OTC Tenant(s) via IAM in OTC Console (see chapter 5)
* (User Management) * No access to financial dashboard / invoices (by default)

Open Telekom Cloud 2


https://open-telekom-cloud.com/login
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https://open-telekom-cloud.com/en/products-services/core-services/enterprise-dashboard
https://docs.otc.t-systems.com/enterprise-dashboard/index.html

Multitenant Login

| Domain Name

| Username/Email add ,/Mobile number

| Password
Remember username
Log In

Register Forgot password?

OPEN TELEKOM CLOUD

Service List

Elastic Cloud Server

Cloud Container Engine

Object Storage Service

Image Management Service

Elastic Volume Service

Cloud Backup and Recovery

Simple Message Notification

Software Repository for Contai

Application Operations Manag...

Relational Database Service

Virtual Private Cloud

Elastic Load Balancing

NAT Gateway

Elastic IP

Web Application Firewall (class...

Anti-DDoS

Key Management Service

Cloud Eye

Identity and Access Management

Homepage @ eu-de

Enter a service or function name.

Recently Visited Services: Cloud Container Engine

Computing
Elastic Gloud Server

Bare Metal Server

Image Management Service
FunctionGraph

Auto Scaling

Dedicated Host

Management & Deployment
Resource Formation Service

Cloud Eye
Identity and Access Management
Gloud Trace Service

Log Tank Senvice

‘Tag Management Service

Config

Community Portal

Host Security Service  Elastic Cloud Server

Containers
Cloud Container Engine

Application Service Mesh
Gloud Container Instance

Software Repository for Container

Security
Anti-DDoS

Host Security Service
Web Application Firewal (classic)
Web Agplication Firewall
Database Security Service

Key Management Service

Cloud Firewall

Data Analysis
DataArts Studio

ModelArts.
MapReduce Service
Data Warehouse Service
Data Lake Insight

Cloud Search Service
Data Ingestion Service

Optical Character Recogrition

Q
Distributed Cache Service
Storage
Elastic Volume Service
Cloud Backup and Recovery
Cloud Server Backup Service
‘Storage Disaster Recovery Service
Volume Backup Service
Object Storage Service

Scalable File Service & SFS Turbo

Application
Distributed Message Service

Simple Message Nofiication

Application Performance Management

Application Operations Management

API Gateway

Network
Virtual Private Cloud

Enterprise Router
Elastic Load Balancing
Direct Connect

Private Link Access Service
Domain Name Service

NAT Gateway

Virtual Private Network
Elastic IP

VPG Endpoint

Databases.
Relational Database Service

GaussDB{for MySQl
GeminiDB

Distributed Cache Service
Distriuted Database Middleware
Document Database Service
Data Replication Service

Oracle-optimized

Open Telekom Cloud



https://open-telekom-cloud.com/console

05 - Identity & Access Management (IAM)

As best practice we recommend to create users in the IAM (Open Telekom Cloud Console).

Product description: User management in the Open Telekom Cloud \\/§
Management & Deployment

Documentation:

Identity and Access Management

* Identity & Access Management: |AM User Guide i

* Permission Description: User management and cloud service management permissions

Hands-on training

e Limited user group: Create a limited User Group

e New users: Create additional Users

Open Telekom Cloud 5


https://open-telekom-cloud.com/en/products-services/core-services/identity-access-management
https://docs.otc.t-systems.com/identity-access-management/index.html
https://docs.otc.t-systems.com/additional/permissions.html
https://community.open-telekom-cloud.com/community?id=community_blog&sys_id=11a242a8132f0850d15ac969a6744184
https://community.open-telekom-cloud.com/community?id=community_blog&sys_id=f42c7e6eb7ebc850d15aa7b16b8c02e5

06 - Regions

The Open Telekom Cloud is the European Cloud.

GpenTelekom Cloud offers two regions:

OPEN TELEKOM CLOUD HomePage ~ © de R

* Germany “eu-de”

o pe = & Custom Console | Edit O eude g

* Netherland “eu-nl ewnl >
You can choose easily the region from the drop-down menu on the top, Region it .
eu-de »

or change the region if you are booking a resource.

eu-nl ¥

Find more information about our regions and the locations of our data centers:

* QOpen Telekom Cloud data centers

* Documentation about region and AZ

Open Telekom Cloud 6


https://open-telekom-cloud.com/en/security/data-centers
https://docs.otc.t-systems.com/elastic-cloud-server/umn/service_overview/region_and_az.html

07 - Ticketing & Support

Open Telekom Cloud Service Desk (24*7 available) — for technical issues

e E-Mail: service@open-telekom-cloud.com
* Phone from Germany: 0800 3304477
* All other countries: +800 330 44770

Best Practice: Relevant information needed in email to the support team

* Domain ID (Tenant ID, e.g., OTCOO00000000XXXXXXXXXX or similar)
* Project ID (If no projects are used: ,eu-de” or “eu-nl”)

* |Ds of severs and resources that are affected.

* Accurate description of the issue / error

e When did the issue/error occur the first time?

* Screenshots of the issue/error

Open Telekom Cloud
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mailto:service@open-telekom-cloud.com

08 - Quota adjustment

What is a technical quota?

*  Maximum number of bookable services, for e.g. ECS (Elastic Cloud Server)

Where can | find the current quota?

* Inthe Open Telekom Cloud Console,
on the upper right corner

OPEN TELEKOM CLOUD HomePage @ de v Community Portal — > . ?

* Here you will find ,Total Quota” and ,Used Quota“ —

Service Resource Type Used Quota Total Quota

Can |l increase or reduce the quota of a service? Fiastc Clow server e 2 &
VCPU 35 40

" YeS, contact our Service Desk N Memory (MB) 87,040 163,840
SerV|Ce @Open_telekom_cloud .com Image Management Service Image 0 100

Auto Scaling AS group 0 25

AS configuration 0 100

AS bandwidth policy 0 50

Details also available within the Community.

Open Telekom Cloud 8


mailto:service@open-telekom-cloud.com
https://community.open-telekom-cloud.com/community?id=community_blog&sys_id=52921c7813578050d15a246ea67441a4

Alssistant Cloudia

Our Al-powered search helps with
your cloud needs.

Welcome, | am the Aissistant Cloudia. | am here to help you with your cloud-related questions.
My answers are generated using Artificial Intelligence. Please double-check important information.

What topic would you like to talk about?

L

Is the Open Telekom Cloud C5 certified?

‘ ‘ Answer generation finished A

Yes, the Open Telekom Cloud is certified according to the BSI C5:2020 standard

[ I :I: o Public cloud meets BSI C5, SOC2 Ty... J [ 1. :I: ‘ Data protected from government ac... J

[ 1. :F ‘ Data protected from government ac... J

O What other certifications does the Open Telekom Cloud have?

O How does the BSI C5:2020 certification benefit users of the Open Telekom Cloud?

(O Are there any specific industries that particularly benefit from using a C5 certified cloud service?

Type here >

powered by OfamberSearch

Open Telekom Cloud 9


https://www.open-telekom-cloud.com/en/support/app

10 — OTC Marketplace

* Register at the Marketplace as a Seller or a
Customer

* Seller
*  Can publish offers via the marketplace
seller center

*  Seller can publish his or her Software in
the Marketplace by creating a Product
Offering

* Conditions (GER / ENG)

*  Customer

* interface to subscribe to and use services
from third- party providers (sellers) in
the Open Telekom Cloud

» Conditions (GER / ENG)

Open Telekom Cloud Marketplace

Find additional Xaa$ offerings provided either directly by the Open Telekom Cloud g; byigellers.

Q Type to find product offering

Recommended

O\ Meta Al

LLAMA 3.3 70B instruc...

provided by Al Foundation Services

Efficient 70B language model,
quantized to 4 bits for advanced NLP
tasks with faster inference.

@?‘ddeepseek

DeepSeek-R1-Distill-L...
provided by Al Foundation Services
Distilled 70B Llama model with 4-bit

AWQ; optimized for advanced
reasoning and code generation.

OTC prometheus-expo...
provided by ImpressSol GmbH

This software gathers metrics from
the Open Telekom Cloud (OTC) for
Prometheus.

Qwen2.5-VL-72B-Instr...
provided by Al Foundation Services
72B parameter vision-language
model; excels in comprehensive
visual and textual understanding.

DeepSeek-Coder-V2-L...

provided by Al Foundation Services

Open-source MoE code language
model; supports 338 languages and
128k context length.

Open Telekom Cloud

Oceanus - Documents ...
provided by codbex

The Oceanus Edition is your
comprehensive solution for efficient
document management

10


https://open-telekom-cloud.com/marketplace-agb-verkaeufer
https://open-telekom-cloud.com/marketplace-tc-seller
https://open-telekom-cloud.com/marketplace-agb-kunde
https://open-telekom-cloud.com/marketplace-tc-customer

Open Telekom Cloud History Availability

@ All Systems Operational

OTC Current Status

Application Services

() APl Gateway
@ Distributed Message Service

(&) simple Message Notification

Container

() Cloud Container Engine

@ Software Repository for Containers

Big Data and Data Analysis

() Cloud Search Service
() Data Ingestion Service
(©) Data Lake Insight

() Data Warehouse Service
() DataArts Studio

() Map Reduce Service

& ModelArts

@ Optical Character Recognition

Database

() Distributed Cache Service
() Document Database Service
(@) GeminiDB Service

() Relational Database Service

EU-DE  EU-NL

Compute

(9 Auto Scaling

() Bare Metal Server
(©) Dedicated Host

() Elastic Cloud Server
9 FunctionGraph

@ Image Management Service

Management & Deployment

(9 Cloud Eye
) Cloud Trace Service

(@ LogTank Service

o Open Telekom Cloud 11



https://open-telekom-cloud.com/status
https://docs.otc.t-systems.com/status-dashboard/index.html

12 - Open Telekom Cloud Community

In the community you will find answers to your questions (FAQs) and you will be able to ask questions as well.

In addition, you will also find blog articles related to all topics around Open Telekom Cloud.

Community ~ Sign Up/Login

i

| Il -J(‘}‘J' [
)T (O } f
‘ ,munuuﬂ' I il
IR n
filiTiisaeanes. el Ui ‘
o — | (T

* Open Telekom Cloud Community
e [Uli's Hands-On Training]: Overview

* Previously recorded webinars available at: YouTube

Browse Forums <

Featured Content Lol Why Join? x
g k8s/CCE Workshop - GitOps with Terraform, Helm and ArgoCD on Open Telekom Cloud -7th Edition ¥ Askquestionsand get answers
fast

« Connect with people who share
similar expertise
@ Radio OTC: The Open Telekom Cloud Video Podcast | Open Telekom Cloud | T-Systems ' Join forums and participate in
discussions
« Find and attend social eventsin

your area
Content List
Related Forum Content Type Sort by
All Forums All Content v Recent
Question State All Solvec Unsolved Unreplied Most Viewed Content
@ Terraform: opentelekomcloud_networking_network_v2 didn&#39;t work, fails on ECS creation (& [Ui'sHa
2 Ho y
by Dieter Bauckmeier « created 7h ago by Florian Wittenberg 1reply« 14 views
(@ [Quick-Walk-Through-OTC-Auto...

@ Timezone of Function Graph Timer Triggers

by Tim Zech » created 5d ago by Attila Tokai 1reply« 17 views Leaderboard

Open Telekom Cloud 12


https://community.open-telekom-cloud.com/
https://community.open-telekom-cloud.com/community/?id=community_blog&sys_id=a41f28cb13d78450d15ac969a674415a
https://open-telekom-cloud.com/youtube

13 - Open Telekom Cloud App

Please download the Open Telekom Cloud App ...

Apple App Store Google Play Store Huawei App Gallery

wnload on the GETITON U EXPLORE IT ON
pp Store " Google Play wwe - AppGallery
e =

C 9N
[m] iy

FEATURES:

* Push notifications *  Multi factor authentication (MFA)
(service and marketing messages) * Release notes, blog entries

* Cloud eye and Cloud trace alerts * Products and services description

* Direct access to status dashboard

Open Telekom Cloud 13


https://play.google.com/store/apps/details?id=com.tsystems.pub.otcapp
https://apps.apple.com/gb/app/open-telekom-cloud-app/id1565906886
https://appgallery.huawei.com/app/C105740655
https://apps.apple.com/gb/app/open-telekom-cloud-app/id1565906886
https://play.google.com/store/apps/details?id=com.tsystems.pub.otcapp
https://appgallery.huawei.com/app/C105740655
https://apps.apple.com/gb/app/open-telekom-cloud-app/id1565906886
https://play.google.com/store/apps/details?id=com.tsystems.pub.otcapp
https://appgallery.huawei.com/app/C105740655

14 — Open Telekom Cloud Training &
Certification

Our training and certification program

Enhance your expertise in the Open Telekom Cloud and document your competence with a certificate.

CERTIFICATE CERTIFICATE CERTIFICATE CERTIFICATE

Has successfully completed the following Has successfully completed the following Has successfully completed the following Has successfully completed the following
Open Telekom Cloud Training Open Telekom Cloud Training Open Telekom Cloud Training Open Telekom Cloud Training

Open Telekom Cloud Essentials Open Telekom Cloud Open Telekom Cloud Architect
Certification Fundamentals

Practitioner

Open Telekom Cloud 14


https://open-telekom-cloud.com/en/support/trainings-certifications

15 - Shared responsibility

The security and protection of YOUR data
and systems in the Open Telekom Cloud lies
within your responsibility.

The security and data protection of the
Open Telekom Cloud itself, the underlying
platform and systems, is ensured by
T-Systems.

More about shared responsibility
on our website.

Governance (ISMS, asset management, processes, etc.)

Data security Customer data (encryption, backup, etc.)

Open Telekom

Application- Cloud Eusfﬁ:gl?;
security Appliqation Egrvices Customers-
services configurations
Audits
Open Telekom Customers (VPC, VPN, KMS,
Platform- Cloud WAF, etc))
platform

security Platform-

5 services
services

Open Telekom Cloud Infrastructure Services
(Compute, Storage, Network)

Physical infrastructure (data center)

Infrastructure-
security

Governance (ISMS, asset management, processes, etc.)

. Cloud provider responsibility . Cloud user responsibility

Open Telekom Cloud 15


https://open-telekom-cloud.com/en/support/shared-responsibility

e =

OPEN TELEKOM CLOUD Homepage @ eu-deila ollon Gommunity Portal

Cloud Trace Service Trace List (3

| Trace List Procedure for Using CTS ~

Tracker List
Trace Type = Management Trace Scurce | All trace sources Resource Type | All resource types All filters

Key Event Motifications

= o § -

Operatar Trace Status All trace statuses Warning

&
Trace Name Resource Name (7) Trace Status (7) Operator (7)

createServer ecs-demo Q normal
deleteMetadata - & normal
deleteMetadata - & normal

decryptDatakey KMS-hands-ocn Q narmal

attach\Volume . & normal

Open Telekom Cloud


https://open-telekom-cloud.com/en/products-services/core-services/cloud-trace
https://open-telekom-cloud.com/en/products-services/simple-message-notification
https://community.open-telekom-cloud.com/community?id=community_blog&sys_id=6ae14a68132f0850d15ac969a674413a
https://docs.otc.t-systems.com/cloud-trace-service/index.html

OPEN TELEKOM CLOUD | Homesage

Q eu-delms

<

OS Monitoring (7 Basic Monitoring

1h 3h 12h

Period | Raw data

CPU Usage (%)

% Max Min
11.910 3.200

2025-06-19 2025-06-20
16:00 08:00

Disk Read IOPS (%)

Request/s Max Min
110.790 0.010

A

2025-06-19 ¥ 2025-06-20 2025-06-20
16:00 00:00 08:00

Community Portal

Process Monitoring (%)

Auto Refresh ()

Disk Read Bandwidth (2)

Max Min

MB/s 5,152 0,000

12
A

Disk Write I0PS (%)

Max Min
20.600 0.590

Request/s

25
20
15
10
5
0
2025-06-19
16:00

¥ 2025-06-20 2025-06-20
00:00 08:00

pen Telekom

Select Metric

Enter a metric name,

Disk Write Bandwidth (3)

MB/s
15

1
05

o
2025-06-1F
16:00

Outband Incoming Rate (%)
KB/s
150
100
50
0

20250619 ¥ 2025-06-20
16:00 00:00

Max  Min
1.334 0.007

2025-08-20
08:00

Max  Min

129.287 1.974

2025-06-20
08:00

Q


https://open-telekom-cloud.com/en/products-services/core-services/cloud-eye
https://community.open-telekom-cloud.com/community?id=community_blog&sys_id=cbc96a0513365854d15a246ea674414a
https://docs.otc.t-systems.com/cloud-eye/index.html

18 - Best Practices: Sending Emails (Mailings)

For security reasons, sending emails on our Public-Cloud Platform is restricted to protect our IP’s and prevent the

platform from ,spamming”.
This means that the common ports 25, 465 & 587 are blocked and cannot be used.

The Open Telekom Cloud offer the following mailing solutions:

* Secure Mail Gateway (SMG)

Technical Description

Limitation: 100 mails/min
Price defined in our service description (chapter 6.5.6)

* Elastic IP (EIP) type: Mail BGP

Dynamic BGP Mail BGP @

Open Telekom Cloud 18


https://www.open-telekom-cloud.com/en/solutions/telekom/secure-mail-gateway
https://docs.otc.t-systems.com/secure-mail-gateway/umn/
https://open-telekom-cloud.com/service-description

19 — Terraform Provider

N\
v

Terraform

entelekomcloud" {

Terraform is an open-source, infrastructure as code software tool created by
HashiCorp.

Open Telekom Cloud offers a provider for Terraform as a Third-Party Tool.

* The actual version is available in the Terraform Registry

* Follow our developmentin GitHub, where you can open an Issue

Open Telekom Cloud 19


https://registry.terraform.io/providers/opentelekomcloud/opentelekomcloud/latest/docs
https://github.com/opentelekomcloud/terraform-provider-opentelekomcloud
https://github.com/opentelekomcloud/terraform-provider-opentelekomcloud/issues
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https://www.open-telekom-cloud.com/de/produkte-services/core-services/cloud-create
https://designer.otc-service.com/
https://docs.otc.t-systems.com/cloud-create/index.html

21 - Documentation & Links

Open Telekom Cloud website: https://open-telekom-cloud.com

myWorkplace/Business Login: https://open-telekom-cloud.com/login

Open Telekom Cloud Console: https://open-telekom-cloud.com/console

Open Telekom Cloud Status Dashboard: https://open-telekom-cloud.com/status

Price Calculator: https://open-telekom-cloud.com/en/prices/price-calculator
Service Documentation: https://open-telekom-cloud.com/documentation

Public Images: https://open-telekom-cloud.com/images

Release Notes: https://open-telekom-cloud.com/en/support/release-notes
Roadmap: https://open-telekom-cloud.com/en/products-services/roadmap
Open Telekom Cloud Blog: https://open-telekom-cloud.com/blog

Open Telekom Cloud Community: https://community.open-telekom-cloud.com/

Architecture Center: https://arch.otc-service.com/

[Uli's Hands-On Training]: Overview

Webinars: https://open-telekom-cloud.com/youtube O p en Te I e ko m C I ou d 21


https://open-telekom-cloud.com/
https://open-telekom-cloud.com/login
https://open-telekom-cloud.com/console
https://open-telekom-cloud.com/status
https://open-telekom-cloud.com/en/prices/price-calculator
https://open-telekom-cloud.com/documentation
https://open-telekom-cloud.com/images
https://open-telekom-cloud.com/en/support/release-notes
https://open-telekom-cloud.com/en/products-services/roadmap
https://open-telekom-cloud.com/blog
https://community.open-telekom-cloud.com/
https://arch.otc-service.com/
https://community.open-telekom-cloud.com/community/?id=community_blog&sys_id=a41f28cb13d78450d15ac969a674415a
https://open-telekom-cloud.com/youtube

	Folie 1
	Folie 2
	Folie 3
	Folie 4
	Folie 5
	Folie 6
	Folie 7
	Folie 8
	Folie 9
	Folie 10
	Folie 11
	Folie 12
	Folie 13
	Folie 14
	Folie 15
	Folie 16
	Folie 17
	Folie 18
	Folie 19
	Folie 20
	Folie 21
	Folie 22
	Folie 23

